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Introduction 

The access to reliable information is not only an essential component of democracy but also a 

fundamental human right. The obligation of states and individuals to protect and respect the right to 

access to information stems from the Universal Declaration of Human Rights and more specifically 

article 19. Nevertheless, albeit the long-lasting recognition of the right to information, nowadays, it is not 

only threatened but also violated. 

The outbreak of the Covid-19 pandemic and the dissemination of dangerous medical advice and 

conspiracy theories made evident the devastating consequences of misinformation. The extensive 

spread of conspiracy theories and misinformation has led to the creation of a new phenomenon, which 

has been named ‘infodemic’.  In the words of the United Nations Secretary-General Antonio Guterres ‘A 

surge of mistrust and misinformation is polarizing people and paralyzing societies. At the same time 

human rights are under fire. Science is under assault’.’1 

Democracy and citizen’s proper information are interconnected as democracy has in its essence citizen’s 

participation. However, in order for citizens to participate in the decision-making by expressing their 

actual problems and voicing their concerns, proper information is vital. Thus, when citizens are unable to 

discern facts from fiction, they are prone to manipulation meaning that they are not making conscious 

and informed decisions. Unequivocally, under these circumstances, democracy is in great peril. 

Therefore, since misinformation and conspiracy theories jeopardize both democracy and human rights, 

the need to effectively fight them is more imperative than ever.  

  

 
1 "Secretary-General’s Address to the General Assembly | United Nations Secretary-General." Welcome to the United Nations, 
www.un.org/sg/en/node/259241. 

 

http://www.un.org/sg/en/node/259241
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United Nations post aiming to raise awareness and fight the infodemic.2 

 

Definition of Key Terms 

Misinformation 

Misinformation is the ‘false or inaccurate information, especially that which is deliberately intended to 

deceive.’3 

Confirmation Bias 

Confirmation bias is ‘the tendency to process information by looking for, or interpreting, information that 

is consistent with one’s existing beliefs.’4 

Conspiracy Theory  

A conspiracy theory is ‘the belief that certain events or situations are secretly manipulated behind the 

scenes by powerful forces with negative intent.’5 For example, the belief that the spread of Covid-19 is 

caused by 5G constitutes a conspiracy theory according to which the pandemic is secretly controlled by 

powerful forces. 

 
2 ---. "5 Ways the UN is Fighting ‘infodemic’ of Misinformation." United Nations, www.un.org/es/node/69189. 
3  "MISINFORMATION English Definition and Meaning | Lexico.com." Lexico Dictionaries | English, 
www.lexico.com/en/definition/misinformation. 
4  "Confirmation Bias | Definition, Background, History, & Facts." Encyclopedia Britannica, 
www.britannica.com/science/confirmation-bias. 
5 "Identifying Conspiracy Theories." European Commission - European Commission, 5 May 2021, ec.europa.eu/info/live-work-
travel-eu/coronavirus-response/fighting-disinformation/identifying-conspiracy-theories_en. 

http://www.un.org/es/node/69189
http://www.lexico.com/en/definition/misinformation
http://www.britannica.com/science/confirmation-bias
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Freedom of Information 

Freedom of information is ‘the right to access information held by public bodies.’6 

Infodemic  

According to the World Health Organization (WHO), an infodemic is ‘an excessive amount of information 

about a problem, which makes it difficult to identify a solution.’ 7 

 

Background Information 

 The issue at hand is of great complexity and a number of stakeholders are affected by it. 

However, the topic can be divided into two main categories: individuals and organized groups. This 

section, therefore, will examine how individual are susceptible to being manipulated by conspiracy 

theories and misinformation and how groups disseminate such information and benefit from this process. 

One of the most dangerous conspiracy theories that have emerged over the last years pertains to 

inoculation against Covid-19. According to UNICEF, in a research conducted in 25 countries, it was 

found that people believing in a conspiracy theory regarding the deliberate concealment of information 

pertaining to Covid-19 vaccines were alarmingly high. More specifically, in South Africa 57% of the 

population believed in such theories, while in Nigeria 55%, in Greece 39% and in France 38%. However, 

it is not only conspiracy theories as rumors and misinformation have also played an important role. Many 

of the vaccines were connected with blood clot incidents even though scientific evidence did not back 

such claims up. 

Another conspiracy theory that recently emerged was the so-called ‘QAnon’. QAnon was far-right 

conspiracy theory in the United States according to which a global child sex trafficking network was 

undermining the presidency of Donald Trump, who was supposedly organizing mass arrests of the 

network’s members. Many of QAnon followers were responsible for the capitol attacks on January, 2021. 

Lastly, many conspiracy theories deny anthropogenic climate change, namely the change of the climate 

due to humans’ activities. Those theories support that climate change is not real and it is a tool used to 

control the population. After the outbreak of the Covid-19 pandemic, many theories supported that in the 

name of climate change new lockdowns will come so that powerful forces can exert control over the 

citizens.  

Sub topic 1: Individuals, conspiracy theories and misinformation  

 
6 "Freedom of Information | United Nations Educational, Scientific and Cultural Organization." UNESCO | Building Peace in the 
Minds of Men and Women, www.unesco.org/new/en/communication-and-information/freedom-of-expression/freedom-of-
information/. 
7  ---. "UN Tackles ‘infodemic’ of Misinformation and Cybercrime in COVID-19 Crisis." United Nations, www.un.org/en/un-
coronavirus-communications-team/un-tackling-%E2%80%98infodemic%E2%80%99-misinformation-and-cybercrime-covid-19. 

http://www.unesco.org/new/en/communication-and-information/freedom-of-expression/freedom-of-information/
http://www.unesco.org/new/en/communication-and-information/freedom-of-expression/freedom-of-information/
http://www.un.org/en/un-coronavirus-communications-team/un-tackling-%E2%80%98infodemic%E2%80%99-misinformation-and-cybercrime-covid-19
http://www.un.org/en/un-coronavirus-communications-team/un-tackling-%E2%80%98infodemic%E2%80%99-misinformation-and-cybercrime-covid-19


The Hague International Model United Nations ONLINE 2022| 24th January 2022 – 28th January 2022 

 Research Report | Page 4 of 14 
The Hague International Model United Nations ONLINE 2022 I 24th January 2022 – 28th January 2022  

Reasons why individuals are susceptible to believing conspiratorial and falsified information 

  There are various factors that can lead to individuals being prone to believing in conspiracy theories’ 

and misinformation’s manipulation. Irrefutably, one of the most important reason is the lack of knowledge 

and proper education. Usually, people with low-educational background are not able to filter and critically 

assess information, which may lead to them being susceptible to believing pseudo-scientific arguments. 

Adding to that, the inability to filter information is exacerbated through the wrong use of the internet. This 

is because the internet functions as a search engine. Despite its advantages and the accessibility to 

information, people are often lost in this sea of information. They are unable to discern reliable from 

unreliable sources and as a consequence they end up believing in fake news and conspiracies. 

However, the internet and especially social media also give the opportunity to individuals to perpetuate 

misinformation by reposting or commenting on fake news which leads to a vicious cycle of 

misinformation. 

Moreover, in times of crisis and great instability, such as during the COVID-19 pandemic, people tend to 

lose their trust in the states and the scientific community. This is because they feel that they are 

responsible for the crisis they face and thus they turn to those accusing the government and the 

scientific community of plotting against them. Nevertheless, it is also noteworthy that in times of crisis 

poor communication strategies employed by the government or the scientific community combined with 

nontransparent procedures can raise suspicions among citizens. Conspiracy theorists, then, can easily 

take advantage of those suspicions and concerns so that they can create appealing explanations of 

complex phenomena such as the pandemic. Studies have shown that followers of such theories are 

more likely to feel lack of control and anxiety - feelings that are alleviated by joining conspiracy theories 

groups. In 2017 Lantian et al suggested that the need to feel unique is associated with higher likelihood 

to believe in conspiracy theories. This can be attributed to the fact that conspiracy theories represent an 

unconventional opinion appealing to those who craving for uniqueness.  Lastly, it has been argued that 

those marginalized have a tendency to believe in spurious information and theories. This is because, 

according to Dr. John Grohol, participation in such groups provides a sense that they belong somewhere 

to those who are socially isolated. Conspiracy theories also provide a certainty and someone to blame to 

those who feel alienated and betrayed by society. People, thus, gain a false sense of self-control and 

certainty as they simplify and explain complex phenomena. 

  Impact on individuals and society  

Although the reasons why people are prone to believing in fake news and conspiracies may vary, it is 

unequivocal that the spread of rumors, misinformation and conspiracy theories have catastrophic 

consequences for both the individuals and the society. To begin with, the spread of such information is 

blatant violation of human rights and particularly article 19 of the Universal Declaration of Human Rights, 

which protects people’s right to seek and impart information. When information is controlled, 

misinformation is perpetuated and citizens do not have access to reliable sources the right to information 
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is violated. Moreover, conspiracy theories and misinformation harms the credibility of democratic 

institution. As argued above, people stop trusting their governments and the scientific community by 

turning to inaccurate, irrational and unreliable explanations of their predicament. This distrust in public 

institutions leads people to believing in harmful advice. There have been numerous cases of people who, 

during the Covid-19 pandemic, trusted unreliable sources. As a result, they were provided with harmful 

medical advice which led to devastating consequences for the patient’s health. Additionally, 

misinformation and conspiracy theories harms science by undermining its integrity, which leads to 

distrust in the scientific world and methods it uses. Furthermore, core democratic processes are 

threatened as trust in institutions and transparency by those institutions is essential for a democratic 

society. When people believe that they have been failed by the system and that institutions are part of a 

greater conspiracy plotting against them, then they might attempt to destabilize those institutions and 

fight them, which could lead to the destabilization of democratic societies. Lastly, freedom of speech and 

flow of ideas is essential for a democracy to function. However, conspiracy theories and fake news more 

often than not lead to instigation of rage and suspicion against certain social groups. Consequently, 

these theories can cause rifts between social groups which can also undermine and destabilize 

democracy and on its institutions.  

Sub topic 2: Groups spreading conspiracy theories and misinformation  

                     Mechanisms used by organized groups  

A number of organized groups that attempt to spread misinformation and conspiracy theories constitute 

a systematic threat to democratic institutions and procedures. Those groups have various tools at their 

disposal some of which are the following. Such groups tend to hide the real sponsor of a particular 

message or post with the aim of creating the impression of a credible source such as a scientist. Hence, 

people are under the misapprehension that they read reliable information. Another tool used is the so-

called ‘bots’, which are accounts on social media platforms generating specific posts and manipulating 

the content in these platforms are. Moreover, they also engage in the so-called ‘micro-targeting’, which 

involves the use of the users’ personal date in order to send specialized content to specific groups so 

that they increase their chances of making them believe in it. Therefore, conspiracy theorists can upload 

their posts, which will appear on the accounts of those most likely to believe them. Furthermore, they use 

websites in order to impersonate people, particularly governmental members and scientists, so that 

people are under the impression that this information comes from a credible source. Lastly, they are also 

engaged in the digital alternation, falsification and construction of information and videos, which people 

usually misconstrue as real. It is, thus, evident from all the aforementioned techniques that technology 

and particularly the internet plays a crucial role in the dissemination of these theories and fake news. 

This can be attributed to the fact that through the internet those groups have the opportunity to spread 

information quickly and massively. 



The Hague International Model United Nations ONLINE 2022| 24th January 2022 – 28th January 2022 

 Research Report | Page 6 of 14 
The Hague International Model United Nations ONLINE 2022 I 24th January 2022 – 28th January 2022  

When it comes to the Covid-19 pandemic, many of the aforementioned tools were used. The Center for 

Countering Digital Hate found that only 12 accounts were responsible in Twitter, Facebook and 

Instagram for most of the fake news disseminated related to Covid-19. The accounts were named 

‘superspreaders’ and according to the research they were responsible for 65% of the falsified information 

regarding the Covid-19 pandemic.  

                     Benefits gained by these groups  

  It goes without saying that these groups do not consist by paranoids believing in the information they 

proliferate; rather, they are organized groups benefiting from destabilization. Therefore, the spread of 

fake news, rumors and conspiracy theories is a means of destabilizing other countries and it is often 

used by certain countries as a hybrid way of attacking their enemies. Moreover, there are also political 

incentives latent to conspiracy theories and fake news. This is because they can be used in order to 

change the political agenda and disorientate form pressing political issues. In addition, leaders of 

conspiracy theories can acquire reputation, which they often seek, and they also have financial interests 

which they satisfy through the exploitation of their followers and the power and influence they have over 

them.  

 

Picture by First Draft - an international organization- showing the spread of misinformation.8  

 

Major Countries and Organizations Involved 

 
8 "5 Lessons for Reporting in an Age of Disinformation." First Draft, 27 Dec. 2018, firstdraftnews.org/articles/5-lessons-for-
reporting-in-an-age-of-disinformation/. 
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Australia  

Australia has faced various problems pertaining to the widespread dissemination of misinformation, 

which led to the setting up of a special taskforce with the responsibility of protecting electoral integrity. 

Moreover, the Australian Electoral Commission organized a literacy campaign on social media with the 

aim of educating people on how to discern factual from fictitious information. Lastly, Australia has 

initiated a number of parliamentary inquiries aiming to initially find the sources of fake news and then 

eliminate them.  

Germany 

On the 1st of October 2017, Germany voted for the so-called Network Enforcement Act (NetzDG), which 

is also known as Facebook Act. The main target of this piece of legislation was tackling the spread of 

misinformation in social media and as the German Justice Minister supported, the law would ‘end the 

internet law of the jungle’.9  However, Facebook Act has also been criticized by Reporters without 

Borders and the United Nations Special Rapporteur as there are concerns for unjustified limitations 

being put on freedom of press and freedom of expression. 

United States 

Over the last years, the United States’ democratic institutions have been threatened by the spread of 

conspiracy theories. The most salient example is the 6th of January 2021 capitol attack led by conspiracy 

theorists and particularly QAnon members. This led the United States House of Representatives’ 

opprobrium with H.RES.154, which condemned the spread of conspiracy theories and specifically 

QAnon. The House of Representatives also encouraged the Federal Bureau of Investigation and 

Homeland Security to focus on violence provoked by political conspiracy theories, while it urged all 

American citizens to seek reliable information. 

 
9 Severin, Thorsten, and Emma Thomasson. "German Parliament Backs Plan to Fine Social Media over Hate Speech." U.S, 
30 June 2017, www.reuters.com/article/us-germany-hatecrime-idUSKBN19L0WZ. 

   

http://www.reuters.com/article/us-germany-hatecrime-idUSKBN19L0WZ
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Graph showing the popularity of conspiracy theories in the US.10 

Egypt 

In 2018, the Egyptian parliament passed a law, which criminalized the dissemination of fake news for 

those who had social media accounts with more than 5,000 followers. By virtue of this law the National 

Security Agency has made several arrests. However, this legislative initiative has been criticized by 

many as an attempt of the governments to eliminate criticism and has raised concerns about the 

limitations of the freedom of speech.  

Russia 

Russia has been accused of being behind the proliferation of conspiracy theories such as QAnon. 

However, as many academics and experts claim, Russia did not have any involvement in the creation of 

QAnon conspiracy theory. However, once the theory became prevalent, social media accounts 

associated with Kremlin were found to spread such theories in order to destabilize the United States. 

When it comes to its domestic affairs, Russia has been condemned for violating the freedom of 

expression. In the 23rd of June, 2020, the European Court of Human Rights found that the blockings of 

webpages based on the Russian Information Act in order to limit misinformation were arbitrary and in 

breach of the European Convention on Human Rights.    

International Fact-Checking Network 

 
10  "Infographic: Belief in Conspiracy Theories in the United States." Statista Infographics, 28 May 2019, 
www.statista.com/chart/18196/belief-in-conspiracy-theories-in-the-united-states/. 

http://www.statista.com/chart/18196/belief-in-conspiracy-theories-in-the-united-states/
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The International Fact-Checking Network was established in 2015 in an attempt to promote factual 

information and encourage fact-checking. The International Fact-Checking Network provided resources 

for fact-checking mechanisms and participates in projects promoting greater journalistic accountability. 

 

Timeline of Events 

Date Description of event 

December 10th 1948 The Universal Declaration of Human Rights is voted by the General Assembly.  

December 19th 1966 The International Covenant on Civil and Political Rights passed by the General 

Assembly. 

October 1st 2017 Germany passed the Network Enforcement Act. 

July 2018 Egypt passed a law regulating social media accounts with more than 5,000 

followers.    

December 5th 2018 The European Union passes the Action Plan against Disinformation.                                                                                                                                 

June 23rd 2020 The European Court of Human Rights condemns Russia. 

December 18th 2020     The General Assembly Resolution on Questions relating to information passed. 

January, 6th, 2021            Capitol attack in the United States.       

   

Relevant UN Treaties and Events 

● Universal Declaration of Human Rights, 10 December 1948 (General Assembly Resolution 

217A) 

● International Covenant on Civil and Political Rights, 19 December 1966 (General Assembly 

Resolution 2200A) 

● Questions relating to information, 18 December 2020 (A/RES/75/101) 

● Questions relating to information, 17 March 2021 (A/75/L.68) 

 

 

Previous Attempts to Solve the Issue 

Despite the intricacy of the issue, there have been a number of attempts by international organizations to 

fights misinformation and conspiracy theories in order to safeguard democratic procedures. To begin 

with, on the 5th of December, 2018, the European Union passed the Action Plan against Disinformation 

through which a Rapid Alert System was established with aim of raising awareness on the issue of 

disinformation and planning better-coordinated measures to combat it. Albeit the positive results of the 

measure, it could be argued that they are limited to simply raising awareness and that they only focus on 
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the individuals rather than actively fighting those mechanisms responsible for the dissemination of fake 

news and conspiracy theories.  

Moreover, the WHO has made numerous efforts to tackle misinformation and harmful health advice 

through the so-called ‘mythbusters’. The mythbusters is a group within the WHO which cooperates with 

social media companies such as Google, Twitter and TikTok in order to eliminate the spread of rumors 

and misinformation. However, the spread of fake news is still prevalent in social media, which suggests 

that there are many more steps to be taken in order to raise awareness and make citizens less prone to 

believing information from unreliable sources. In addition, many companies such as Facebook and 

Twitter have taken measures to restrict the spread of conspiracy theories and fake news online. As 

aforementioned, social media play a significant role in the easy proliferation of false information, as they 

constitute a platform where conspiracy theorist can have access to a wide audience in just a few 

seconds. This is the reason why both companies have removed conspiracy theory-related content and 

misinformation and have even deleted accounts that were responsible for their spread. Nevertheless, it 

has to be noted that the efforts, although beneficial, did not eliminate the problem and therefore further 

action must be taken. Hence, along with states private companies must also ensure the protection of 

reliable information in cooperation with governments and international organizations. 

Possible Solutions 

Strengthen Cyber Security 

It is clear that internet platforms and social media play a crucial role in the spread of misinformation. 

Therefore, states must strengthen their institutions fighting for cyber crime and give them appropriate 

guidelines so that they are vigilant of groups suspected to have involvement in the proliferation of 

conspiratorial and false information. Through better guidance, the authorities will be able to prosecute 

more effectively cyber criminals, which would contribute to combating groups responsible for the spread 

of conspiracy theories and misinformation. 

Imposition of punishments  

All member-states should make efforts in order to find those behind the conspiracy and fake new 

mechanisms and brings them before justice. Hence, states must criminalize the spread of conspiracy 

theories and misinformation in order to ensure that those groups will face the consequences of the law 

which could also act as a disincentive for future actions and not merely as retribution for their acts. 

However, member-states must find a balance between eliminating misinformation and restricting the 

freedom of speech. Someone should be prosecuted only when he harms the society and when he 

merely expresses an opinion which could be considered controversial. Thus, these punishments should 

aim to those groups deliberately disseminating fake news and conspiracy theories.    

Increasing Transparency  
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Non-transparent procedures by state institutions are closely associated with the reproduction of 

conspiracy theories and misinformation. If governments can ensure greater transparency, there will be 

less room for conspiracy theories to be developed and most importantly individuals will have greater trust 

to a transparent government and as result they will be less likely to believe in conspiracies. Governments 

must also incentivize and encourage private companies to increase their transparency. The way users’ 

personal data are processed and the algorithms used in order to match a post with the appropriate user 

favors the dissemination of rumors, conspiracies and misinformation. Thus, if a user reads a post related 

to a conspiracy theory it is likely that the algorithm will generate more such posts. Nevertheless, if 

companies start to publicize the way they function and the algorithms they use, greater transparency can 

be established which will ensure that companies do not create favorable conditions for the spread of 

such information.  

Digital surveillance  

In order to fight misinformation, states must first identify its sources. This can be achieved through the 

establishment of national committees, which would assume the pivotal task of filtering information and 

tracking those proliferating conspiracy theories and fake news. By increasing digital surveillance, states 

can be more effective in finding those responsible for the dissemination of falsified information and bring 

them before the justice system.  In this way, states will manage to both attack those organized groups 

profiting from misinformation and protect the citizens from being exposed to further misinformation. 

Nevertheless, it is again crucial that states find a balance between the restriction of freedom of speech 

and the elimination of conspiracy theories and misinformation. 
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