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Introduction  

In the modern age of technology, people are more connected to each other than ever 

before. Technological innovations in the past 2 centuries have made human to human relations 

much easier and much more interwoven to each other. With advancements in technology 

happening every single day humans began interacting with machines and computers much 

more often than our ancestors. These technologies are used by various governments to protect 

their countries from interior and foreign threats.  

Closed circuit television (CCTV) cameras and artificial intelligence (AI) are widely used 

in detecting threats and also could be used for tackling humanitarian crises. If used for the good 

of the people, preventative measures such as CCTV cameras, facial recognition softwares, AI 

and Big Data Analysis are very effective and modern ways of ensuring safety and security. 

Unfortunately, the abuse of using the aforementioned technologies could cause human rights 

violations 

When used excessively, these technologies could cause more harm than good. In 

today's world protection of personal information and the right to privacy are very sensitive 

issues. Many people don’t like their information being collected by governments and being 

analyzed by advanced computers, including AI.  

On the other hand, it is widely accepted that some extent of control and surveillance is 

necessary in order to ensure security but also to prevent possible crises in the future by 

analyzing large sets of data. This means that a balance between surveillance and privacy must 

be set for the happiness and security of the people.  

Due to increased globalization the role of technology has become a major issue and 

international action must be taken immediately.  It’s time to act now. 

 

Definition of Key Terms  

Human Rights 
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Human rights, according to UNICEF, are standards that recognise and protect the 

dignity of all human beings. Human rights are universal - all people across the world are 

entitled to them. (“What Are Human Rights?”) 

Artificial Intelligence (AI) 

An area of computer science that gives machines the ability to seem like they have 

human intelligence. These machines can mimic human behaviours. Artificial Intelligence 

allows computers and machines to mimic the problem solving and decision making 

capabilities of humans. (Education) 

Big Data Analysis 

The use of advanced analytic techniques used to analyze large data sets that include 

structured and unstructured data from different sources and ranging sizes. An example 

of Big Data Analysis is in Health care, it fuels quicker responses to emerging disease 

and improves direct patient care. (“Big Data Analytics”) 

Closed Circuit Television (CCTV) 

Closed circuit television is a form of video surveillance. It is the use of cameras to 

transmit a signal to a limited number of monitors. 

Facial Recognition Softwares 

Facial recognition is a way of recognising a human face through technology. It uses 

biometrics to identify facial features. It uses a database of known faces to find a match. 

Facial recognition helps verify a person’s identity. It may raise privacy issues. It is used 

in smartphones and other technology that we use daily.  

 

Background Information  

The use of technology may play a crucial role in protection of human rights. However, it 

is also important to understand that technology is good when used correctly, otherwise the 

effects of technology may be detrimental. We, as the deputy chairs, decided to divide this 

important issue into two main subtopics that tackle different sections of it. 

Sub Topic 1: The use of artificial intelligence and big data analysis in preventing human 

rights crises  

Artificial Intelligence is becoming more and more advanced and it started to become much 

more common in the daily life of citizens. Even the most simple social media platforms use some 
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sort of AI that shows the users what they believe in or what they want to see, using algorithms 

that assess what the viewer has searched for or liked in that particular app. AI is also used by 

governments and companies to analyze large data that a human can’t analyze in a long time. 

This is where Big Data Analysis is very useful. AI can be used as an analyzing software which 

results in a shorter response time to possible threats. For example, when the COVID-19 pandemic 

started, AI was used to predict the spread of the virus in different countries according to the 

actions taken by the countries and also the overall spreadability of the virus at any given time 

(Pizzi et al.). It is important to understand that AI works via machine learning algorithms and it's 

not exactly a technology on its own but a broader term that includes data analyzing and 

sometimes decision making softwares that work together (Pizzi et al.).  

Humanitarian aid 

There are certain ways AI can be used in the protection of human rights. 

Computer vision is used when an AI software derives meaning from digital photos, 

videos or any digital visual input (“What is computer vision?”). When combined with 

satellite imagery, computer vision can be used to detect migration flows in humanitarian 

crisis areas and helps organizations like the UN to distribute the aid quickly and 

effectively where help is most needed. This tackles some important logistical problems 

while sending aid to people in need. Another area where computer vision is used is in 

agriculture. Although this method isn’t very common, computer vision is  used to 

maximize crop yield by giving farmers more information about the farm and it’s 

environment.  For example warnings about dangerous weather, drought and hazardous 

insects that ruin the crops (Pizzi et al.). Another way AI is used to protect human rights is 

predictive analysis. In predictive analytics, AI mines for historical data derives 

conclusions from the data and offers possible outcomes of the situation. This method 

can be used in simulations of events much before they ever happen (“What is predictive 

analytics?”). With the help of AI humans can almost see the future, something we 

thought that was impossible for many years. This way, countries can predict when the 

next economic crisis will happen, what will happen if a certain policy is implemented and 

many more crucial information that could change the course of events. 

Violation of human rights 

Use of AI and Big Data Analysis can violate three main human rights: the rights to 

privacy, to equality and non discrimination, and to freedom of speech. Over 4.66 billion 

people have access to the internet, resulting in massive amounts of data swirling around 

the internet, both personal and general. Use of personal data is where it matters the 

most because data that belongs to a certain individual may be sensitive. If this personal 

information were to be exposed it can cause distress and danger towards the person 
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whom the information belongs to. To prevent this, consent of the individual is necessary, 

especially if the data is a part of a bigger data that will be analyzed.  

The right to equality is more often violated in social media platforms. Most social 

media platforms use AI algorithms that show the users of the app what they are most 

interested in or the topics that they care about. Unfortunately, this may cause bias and 

enable radicalization and misinformation (Tschan and Bekkoenova). Moreover, 

according to the UNESCO report “I’d Blush if I Could”, artificial intelligence used in social 

media leads to the implementation of harmful gender stereotypes in people’s lives. This 

bias towards women further harms them economically, socially and politically even in 

countries that made progress towards gender equality (UNESCO).  

Freedom of speech and opinion is influenced mainly through search engines and 

artificial safety mechanisms on social media platforms. While using the internet, search 

engines categorize information according to what artificial intelligence algorithms think is 

relevant with the human input. This leads to the people using the internet having access 

to limited sources of information. This is harmful because it is unlikely that all the 

information given by AI is correct nor relevant with what the person is actually looking 

for. Freedom of speech is sometimes restricted by the public safety algorithms used on 

social media. Most of the time these algorithms detect extremist or unlawful actions on 

social media however, this also restricts the general public's freedom of expression 

(Kaye).  

Sub Topic 2: Regulation of facial recognition softwares and closed-circuit television 

cameras in public places 

 Facial recognition and closed circuit television cameras are extremely intertwined with 

each other. Most of the time one exists with the other. Most common use of these technologies 

by Member states is for public and property safety. However, when used excessively these 

technologies can violate the right to privacy (Home Office).  

Facial Recognition Softwares   

Facial recognition softwares mainly works on two principles that concern the 

public: facial characterization and image matching. Facial characterization softwares can 

characterize and recognize faces according to their gender, age and ethnicity while 

image matching algorithms match given images to another image already existing in a 

database. These systems are available for commercial, governmental and law 

enforcement purposes (Lewis). For instance, in the European Union facial recognition 

softwares are prohibited for law enforcement purposes unless the Member State 

authorises them for public safety if it is in accordance with the country's legislation 
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(Madiega and Mildebrath). Facial recognition softwares often are capable of 4 different 

things: detection, identification, verification and classification.  

Most common use of facial recognition softwares by Member States is border, 

airports, seaports or in general where foreign threats such as terrorist could be detected 

(Lewis). This use of facial recognition is widely accepted to be beneficial not only to the 

government but also the people of that Member State due to safety reasons. However, 

the need for a regulatory system is necessary when governments use facial recognition 

for other purposes that are not safety precautions. Another problem with this is that the 

general public could be manipulated into thinking that their government is using facial 

recognition for their safety although the actual purpose of the government isn’t justified 

by law. In this case consent of the citizens and transparency is necessary to promote the 

right to privacy and equality (Madiega and Mildebrath). 

Closed Circuit Television (CCTV) Cameras 

CCTV cameras have become essential instruments for public and property 

safety. They are effective in detecting and preventing crime. Governments use CCTV 

cameras to monitor their country’s population which is crucial for overall safety of the 

country and also preventing terorism. Today, computers that are connected to cameras 

are capable of collecting and categorizing data with the help of AI. This makes video 

surveillance cameras very valuable for the police. For example, after the events of 2013 

Boston bombing, CCTV cameras were used to find and arrest the bombers responsible 

for the attack.  

The two biggest arguments for CCTV cameras are that they provide evidence for 

Figure 1: a description of the aforementioned capabilities of 
FRTs 
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the crime solving departments and that people tend to not commit crimes when they 

know they are being watched and recorded. This refers to the physiological and ethical 

effects of CCTV cameras on people. However, it is well known that cameras have a 

deterrent effect on criminals (“Role of CCTV”). On the other hand CCTV cameras can 

violate human rights in some cases. According to the European Convention on Human 

Rights (ECHR) some rights are absolute and others are flexible. Amongst these flexible 

rights is the right to privacy. For example, according to the United Kingdom legislation, 

the government could interfere with someone's right to privacy if the government has a 

legitimate reason to do so. Although the level of legitimacy isn’t stated, this doesn’t grant 

the government the right to interfere as much as they want to. It is stated that 

“interference is proportionate” meaning that the government is limited in the extent they 

violate the right to privacy (Home Office).   

Major Countries and Organizations Involved  

China 

China and its use of advanced digital technologies for surveillance and control have 

created concern for many people. There are around 200 million surveillance cameras in the 

country. It is putting facial recognition technologies in places such as banks, hotels, stadiums, 

airports and streets. China believes this technology will improve public order. China is exporting 

its AI technology surveillance to governments around the world. These technologies have put 

an estimated one million people into ‘re-education centers’. 

The European Union (EU) 

The European Data Protection Supervisor believes that any form of surveillance on the 

fundamental rights to the protection of personal data and the right to privacy. It must be 

proportionate and necessary. They also believe that Big Data puts a strain on the right to 

privacy, freedom of expression and non discrimination. The EU’s approach to artificial 

intelligence focuses on aiming to research and industrial capacity while still ensuring 

fundamental human rights. The EU Commissioner is proposing the first ever legal framework on 

AI. It addresses the risks of AI. It aims to provide the developers and users with clear 

requirements and obligations regarding specific uses of AI. They also aim to strengthen AI 

uptake, investment and innovation while also protecting the safety and fundamental rights of 

people and businesses. 

Israel 

The Israel government is developing a strategy to make the country a global leader in 

Artificial Intelligence. Israel is also known as the ‘start up nation’. There are over 950 startups 

using and developing AI. The Israel Defense Forces claim to have adapted AI technology, that 
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is available to the public, to use as military intelligence. An example of what they will use this 

technology for is identifying strike targets. Israel joined the Global Partnership on Artificial 

Intelligence. They were the 20th country to join the Alliance. 

The United Nations Commission on Science and Technology for Development (UNCSTD) 

The United Nations Commission on Science and Technology for Development was 

established in April 1992. It focuses on the new and changing science and technology and 

how it affects development and a sustainable future for all. It allows countries to raise the 

challenges and to explore the opportunities that are presented by the rapid development of 

technology. 

The United States of America 

The United States of America is promoting investment in Artificial Intelligence Research 

and Development. Human Rights Watch has said that the UN report ‘Rein in Mass Surveillance’ 

makes clear that the US needs to reform their surveillance laws and practices. The US has not 

taken steps to restrict the scale and scope of data that intelligence agencies can acquire on 

people. 

Timeline of Events  

Date Description of event 

1942 The first CCTV system was invented during World War Two by a 

German engineer to monitor V2 rocket launches from a different 

location 

1948 The Universal Declaration of Human Rights was adopted. It states that 

all human beings are born free and equal in dignity and rights. 

1949 CCTV became available commercially 

1951 The first computer program to learn on its own was developed. It was 

checkers playing program that was made by a british computer scientist 

called Christopher Strachey at the University of Manchester 

1961      London Transport installed CCTV in train stations to improve public 

safety. This was the first permanent installation of CCTV in England. 

April 1992                     The Commission on Science and Technology for development was 

established 
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January 2001 Facial recognition implemented in a trial at the Super Bowl. It captured 

surveillance images and compared them to a database of digital 

mugshots. It found 19 people with pending arrest warrants. 

January 25, 2012 The European Commissioner proposes to strengthen online privacy rights 

by proposing a reform of the EU’s data protection rules 

July 16, 2014 The United Nations High Commissioner for Human Rights released a 

report. They warned that ‘mass surveillance is emerging as a dangerous 

habit rather than an exceptional measure’ and reaffirms that state 

surveillance should only be carried out if necessary.  The report criticizes 

common practices and justifications offered by governments in support of 

mass surveillance.  

4 March 2017  The European Parliament adopted a resolution on 'fundamental rights 

implications of big data: privacy, data protection, non-discrimination, 

security and law-enforcement' which included a call for "closer 

cooperation and coherence between different regulators” 

May 25th 2018  

 

The General Data Protection Regulation (GDPR) law went into effect on 

this day. It was designed to protect the personal data of everyone that 

lives in the EU. There are large fines for violating GDPR. (“The History 

of the General Data Protection Regulation”) 

2019 The United Nations Human Rights launched the B-Tech Project. 

September 16, 2021  The United Nation High Commissioner for Human Rights, has called for 

the moratorium, until adequate safeguards are put in place, on the sale 

and use of Artificial Intelligence (AI) technology posing human rights risk, 

including the state use of facial recognition softwares. 

 

Relevant UN Treaties and Events 

● The impact of new technologies on the promotion and protection of human rights in the 

context of assemblies, including peaceful protests; 24 June 2020 (A/HRC/44/24) 

○ Information about This report is about technology and the impact it has on 

human rights. It particularly focuses on the right to peaceful protest. The  report 

concludes that every effort should be made to ensure the enjoyment of this 

right. (Office of the High Commissioner for Human Rights, “OHCHR | Impact of 
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New Technologies”) 

● The right to privacy in the digital age: report 15 September 2021 (A/HRC/48/31) 

○ This report looks at the effect Artificial Intelligence has on the right to privacy 

and other similar rights. It makes recommendations to states and businesses 

to prevent harmful outcomes while also getting the benefits that AI can offer. 

(Office of the United Nations High Commissioner for Human Rights)  

● The right to privacy in the digital age: report 3 August 2018 (A/HRC/39/29) 

○ This report focuses on data-intrusive technologies, including Artificial 

Intelligence and Big Data, that may create an intrusive digital environment in 

States and businesses. It provides guidance on how to deal with the 

challenges that the right to privacy faces in the digital age (Office of the High 

Commissioner for Human Rights, “OHCHR | the Right to Privacy in the Digital 

Age: Report”) 

●  The right to privacy in the digital age (focus on surveillance): report 30 June and 14 

December 2014 (A/HRC/27/37)(A/HRC/28/39) 

○ This report focuses on the promotion and protection of the right to privacy in 

relation to domestic and extraterritorial surveillance. It makes 

recommendations of the obligations of States and responsibilities of 

Businesses. (Office of the High Commissioner for Human Rights, “OHCHR | 

the Right to Privacy in the Digital Age (Focus on Surveillance): Report”) 

Previous Attempts to solve the Issue  

The impact of new technologies on the promotion and protection of human rights in the 

context of assemblies, including peaceful protests (24 June 2020) (A/HRC/44/24) -  

● This report focuses on the impact technology has on human rights. It particularly focuses 

on the right to peaceful protest. This report concludes that all efforts should be made to 

ensure the enjoyment of this right.  

The right to privacy in the digital age: report (15 September 2021) (A/HRC/48/31) -  

● This report focuses on the effects Artificial Intelligence can have on the right to 

privacy and the associated rights. It provides recommendations for business and 

states to prevent harmful outcomes while also benefiting from everything that AI has 

to offer. It encourages AI systems to be banned that cannot be used without 

breaching human right laws. 

https://www.ohchr.org/EN/HRBodies/HRC/RegularSessions/Session48/Documents/A_HRC_48_31_AdvanceEditedVersion.docx
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B-tech project  

● The B-Tech Project provides resources and guidance to help implement the United 

Nations Guiding Principles on Business and Human rights (UNGPs) in the technology 

industry. This project was launched in 2019. The project also provides guidance on the 

responsibilities of investing in the technology space. 

 

Possible Solutions  

 Certain regulations must be created in order for both the Member States and the people 

that live in those Member States to feel safe. Since the United Nations cannot directly influence 

a Member State's laws, all actions taken by the UN regarding the use of artificial intelligence 

should be international guidelines rather than international law. Considering that artificial 

intelligence is a relatively new technology, ethics of using AI haven’t been fully established nor 

debated upon. A creative approach for tackling the ethical aspect of AI and Big Data Analysis 

could be getting help from worldwide known ethics professors. Also the opinion of the public is 

crucial on this matter since it is people’s information that is being analyzed. However, just 

simple surveys will not be efficient due to the intrustibilty of surveys. Although logistically 

difficult, a consent form would be extremely beneficial. 

 Consent is also necessary for the use of CCTV cameras and facial recognition 

technologies. The least a Member State can do is to inform their citizens that such technologies 

are being used in clearly stated places. Public could also be informed about how facial 

recognition and facial characterization technologies work as there are myths and 

misconceptions in the public. On the other hand, just information and consent isn’t enough. 

Excessive use of CCTV cameras and facial recognition could be prohibited if other measures to 

ensure public safety is proposed. Other biometric technologies could be implemented rather 

than facial recognition such as a simple fingerprint test. Also, the Member States could come up 

with a list of places where excessive surveillance is justified. 
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